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Process for distributing n twork configurati n s ttings, 
and apparatus for doing the same 

Technical field of the invention 

5 

The invention relates to communication systems and more particularly to a 
process and apparatus for distributing network configuration settings, such as an 
Internet Protocol (IP) address, throughout a network. 

10 Background art 

When a client computer or a device is connected to an intranet or Internet 
network it requires a set of network configuration settings for the purpose of 
achieving an effective communication. In particular, this communication is based on 
15 the allocation of an IP address assigned to the communicating parties. 

Different mechanisms are known for providing an IP address to a particular 
device. 

20 A first mechanism is based on the use of a configuration file which contains 

the IP address which the device can use, during its booting process, for the purpose 
of establishing a TCP/IP communication. This configuration file however requires a 
manual operation from a skilled user or operator and is time consuming. 
Furthermore the use of this manual configuration is not optimal since, when the 

25 device is not operated, the IP address remains unassigned and unused. 

A second known mechanism is based on the Dynamic Host Control Protocol 
(DHCP), such as defined in Request For Comments 2131 (RFC), and which assigns 
to one particular server - the DHCP server - the role of distributing the network 
30 parameters and more particularly the IP addresses to the different devices being 
attached to the network. The DHCP server optimizes the use of the IP address 
space since the IP addresses can be reused upon powering-off of one device and 
assigned to another device. Further, it permits the manual configuration of the 
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network to be centralized since only the DHCP sen/ r(s) require(s) manual 
configuration. Once configured, the allocation of the IP addresses is based on the 
following mechanism: when a device is booting it sends to the subnetwork a 
broadcast frame requesting an IP address, which broadcast frame is forwarded to 

5 all the devices attached to the same subnetwork. The DCHP server replies by 
providing one particular IP address among a range of addresses for which the 
DHCP server has the full responsibility. When a large intranet network is to be set 
up, including different subnetworks, the network administrator generally uses 
several DHCP servers, each of which is assigned one particular subnet and serves 

10 for the allocation of the IP addresses to the different devices attached to this subnet. 
Figure 1 illustrates a intranet network comprising three different subnetworks, each 
of which has a dedicated DHCP server for assigning the IP addresses belonging to 
the range of addresses corresponding to the subnetwork. More particularly, there is 
shown a first subnetwork 160 which comprises for instance a computer client 101, a 

15 DHCP server 102, a printer 103, a client 104 and a router 105, A proxy 150 Is used 
for establishing a communication channel with an Internet network 30 through a 
firewall 140. Router 105 allows the communication between first subnet 160 and a 
second subnet 170 which comprises a first client computer 106, a second client 
computer 107, a printer 108 s a router 109 and a DHCP server 110. Router 109 

20 allows second subnet 1 70 to communicate with a third subnetwork 180 comprising a 
client computer 111, a printer 112 and a DHCP server 113. In order to avoid the 
transmission of the DHCP broadcast frames through the different areas of the 
intranet network, the routers generally prevent their transmission from one 
subnetwork to another. For this reason, each subnetwork requires its own DHCP 

25 server which permits the distribution of the IP addresses to the different devices 
attached to its subnetwork to be handled. 

Thus, while the above arrangements considerably simplify the configuration 
of the network, the allocation of the addresses is still not yet fully automated and still 
30 requires the intervention of a skilled network administrator. 

A third mechanism is generally referred to (in the art) as Reverse Address 
Resolution Protocol (RARP) protocol which allows the devices to dynamically find 
their protocol addresses. Indeed, each device on the network has a unique 
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hardware address - a so called Media Access Control (M.A.C.) address - which is 
assigned by the manufacturer of th device. Th RARP protocol is described in the 
Request for Comments (RFC) number 903. The principle of the RARP protocol is to 
read the unique MAC address from the interface card and to send a broadcast 

5 frame on the subnetwork - known as a RARP request - requesting a reply (a so 
called RARP reply ) containing the IP address. While this mechanism provides a 
solution to the assignment of a IP address in a situation where a device has no 
configuration file providing such an IP address, it should be observed that 
practically, this RARP protocol is reserved for complex networks and, further, is 

10 incompatible with the use of a DHCP host. 

A fourth mechanism was designed by Microsoft Corp. , and is known under 
the name APIPA standing for Automatic Private Internet Protocol Addressing, which 
is based on the use of one specific range of addresses - starting with 169.x.x.x. f 

15 and which allows the communication between the different devices of a subnetwork. 
This mechanism, which is disclosed in US 6,101.499 has a main drawback which 
results from the fact that the address being assigned to the device, while allowing 
communication between the different elements of the subnetwork - does not permit 
routing of the frames out of the subnetwork. With respect to the figure 1, it can be 

20 seen that client computer 111 can communicate with printer 1 12 by means of an IP 
address starting by 169.x.x.x, but will not be able to receive IP packets from outside 
since the IP frames based on a address 169.x.x.x. will not be routed by the different 
routers up to the right destination, i.e. client computer 11 1 . 

25 A fifth mechanism is disclosed in US 6,345,294 assigned to CISCO 

Technology Inc., entitled 'Method and apparatus for remote configuration of an 
appliance on a network". There is disclosed a process for booting an appliance 
regardless of whether there is a local server in the local network environment., such 
as a DHCP seiver or a boot server. For that purpose, once connected to the local 

30 network, the appliance executes a boot algorithm based on a observation and 
learning phase of the IP environment for the purpose of allowing connection to a 
external server providing further network configuration parameters. This prior 
system however does not disclose how to develop a knowledge of the IP 
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environment and the distribution of that knowledge for facilitating the connection to 
new devices. 

Summary of the invention 

5 

The present invention is generally directed to facilitating the task of the 
network administrator and providing a process for providing automatic network 
configuration parameters, thus allowing easy deployment of machines and devices, 
such as non configured or new computers, to an existing network. 

10 

This is achieved by means of a process for distributing network configuration 
settings throughout a network comprising a set of devices, which includes the steps 
of: 

15 - establishing in at least one device a description of the network environment; 

- detecting in said at least one device a request for network parameters issued from 
a newly connected requesting device; 

- starting a first timer with a first period dependent on a predetermined criterion; 

- transmitting to said requesting device network settings after the expiration of said 
20 first period. 

In one embodiment, the predetermined criterion is linked to the experience 
and knowledge gathered by the at least one devices, so that the configuration 
parameters are provided by the device having the deepest knowledge of the 
25 network environment. In particular, this knowledge is developped from the access to 
the Address Resolution Protocol (A.R,P.) tables and NSLOOKUP tables available in 
the network. 

Preferably, the network configuration settings include the Internet protocol 
30 (IP) address so that a newly connected device receives its IP address even in the 
absence of a DHCP server. 
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In preferred embodiments the process for distributing an Internet Protocol (IP) 
address throughout a network includes at least one network parameter allocation 
agent (NPAA), the latter performing the steps of: 

5 - detecting a Dynamic Host Control Process (DHCP) request issued by a newly 
connected requesting device; 

- starting a first timer with a first duration Ti; 

- testing whether said DHCP request received a response from a DHCP server; 

- terminating the process in response to the detection of said response within said 
10 first duration; 

- starting a second timer with a second duration T2 which is computed from a set of 
predetermined criteria and completing said process if an answer to said DHCP 
request is detected during said second duration T2; 

- computing an IP address after the expiration of said second duration T2; 

15 ~ forwarding a DHCP reply containing said computed IP address to said newly 
connected requesting device. 

This allows the coexistence of different instances of the same NPAA agent on 
different devices of the subnet and further achieves an automatic computation of the 
20 IP address to allocate to each newly connected device. 

The second timer can be disregarded when the device is a router. It is this 
router which generally has the deeper insight of the network configuration 
parameters and which eventually provides the more appropriate and valuable 
25 settings to a newly connected requesting device. 

In one embodiment the second duration T 2 is derived from a computation of 
both the Media Access Control (MAC) parameter of said device and said newly 
connected requesting device. 

30 

In an alternate embodiment the second duration T 2 is computed from the 
time of operation of said device so that the device having the longer experience of 
the network has the lower time of response. 
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Preferably, the IP protocol address is computed on the basis of th IP 
addresses assigned to the sub network, the Address Resolution Protocol (ARP) and 
NSLOOKUP information received from the Domain Name Servers (DNS), along with 
PING or ICMP ECHO REQUEST verification of the address availability. 

5 

Many additional parameters can be distributed with this mechanism, and 
particularly the reference to an existing Hyper Text Transfer Protocol (HTTP) proxy, 
the reference to the gateway and, even, a booting image with which the newly 
connected requesting device will be able to boot. This is very useful for starting a 
10 computer without use of the hard disk drive. 

The invention is well adapted to the arrangement of an Improved router and, 
more generally, to any device such as a printer which will provide the IP address 
and configuration settings to other network devices. 

15 

In another aspect, the invention provides a process for assigning an IP 
address to a client device having at least one configuration file comprising at least 
one set of configuration parameters. The process involves the steps of; 

20 - generating and transmitting a Dynamic Host Control Protocol (DHCP) request to 
said network; 

- if no answer is received, testing the existence of one gateway corresponding to 
one particular set of parameters among said at least one set of configuration 
parameters and, if so, loading and applying said particular set of parameters. 

25 

Preferably the process involves the step of determining a particular context 
corresponding to the booting of said device and loading the network configuration 
settings corresponding to said context. In particular the context can be determined 
from the information received by a Global Positioning System Receiver (GPS). 

30 

In one embodiment, if all the steps above remain unsuccessful, the process 
involves the step of applying an Automatic Private Internet Protocol Addressing 
procedure. The process may even involve downloading a bootstrap image if an 
answer is received to said DHCP request. 
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Description of the drawings 

An embodiment of the invention will now be described, by way of example 
only, with reference to the accompanying drawings, wherein: 

Figure 1 illustrates a typical architecture of a intranet network comprising three 
subnetworks. 

Figure 2 illustrates the use of some clients incorporating the NPAA agent in a 
network architecture. 

Figure 3 illustrates the process being processed during the booting of the NPAA 
agent. 

Figure 4 illustrates the election process of the NPAA agent. 

Description of the preferred embodiment of the invention 

There following description will detail a new functionality, which will be herein 
referred to as a Network Parameter Allocation Agent (NPAA) which can be 
embodied within a specific software agent installed in a computer, and which is well 
suited for elaborating and distributing network parameters to other client computers 
even when a DHCP server or other instances of NPAA agents are already installed. 

The process for automatic allocation of network parameters will be more 
particularly described with reference to the assignment of an IP address to a device 
requesting connection to the network, for instance a non configured, brand new 
computer. However, it will be understood that the mechanism which is hereinafter 
described may straightforwardly be adapted to the distribution of other useful 
network parameters including, without any limitation, the definition of the gateway 
and the subnet mask, the Domain Name Server (DNS) addresses, the firewall 
parameters such as the HTTP proxy or (SOCKS) gateway as defined In the Request 
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for Comments (RFC) 1928 and even some network resources such as a system 
boot image. 

The Network Parameter Allocation Agents (NPAA) are preferably embodied 
5 under the form of a specific software agent installed in a client computer of the 
subnetwork, and preferably within each client and also the router. The NPAA Agent 
is a software program which can be standardly installed at the manufacturing 
process of the computer or may also be later downloaded by the user during an 
Internet connection to a service provider. The NPAA agent can even be 
10 implemented in any device, and more particularly in a printer and a router. 

Figure 2 shows an example of a network architecture where some clients 
include the NPAA agent which can take place a missing or temporarily unavailable 
DHCP server. The intranet network comprises, for instance, a first subnetwork 260 

15 which includes for instance a computer client 201 , a computer client 202 having the 
NPAA agent, a printer 203 , a router 205, and a client computer 204. Computers 
202 and 204 are assumed to be provided with the NPAA agent. A proxy 250 serves 
to the communication with the Internet network through a firewall 240. For the sake 
of clarity, the first subnet is assumed to be assigned the range of addresses defined 

20 by 130.1.1.0/29. Router 205 is used for the communication between the first subnet 
and a second subnet 270, the latter comprising a first client computer 206 having 
the NPAA agent therein installed, a second client computer 207. a printer 208 and a 
router 209. The second subnetwork is assumed to be assigned the range of 
addresses defined by 130.1.1.8/29 , Router 209 is used for the communication with 

25 a third subnetwork which comprises a client computer 211, a printer 212, a DHCP 
host 213 and a client computer 214 which comprises the NPAA agent therein 
installed. The third subnetwork is assumed to be assigned the range of addresses 
defined by 130.1.1.16/29 

30 The NPAA agent is fitted with means achieving, firstly, elaboration of a 

knowledge base of network parameters and, secondly, distribution of such network 
parameters throughout the network to any requesting device. In this respect, the 
NPAA agent achieves the general goal of peer-to-peer IP setup allowing each 
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common computer or device to assist any new d vice requesting conn ction to the 
local network. 

For this purpose, the NPAA agent provides the function of a DHCP server - 
5 the distribution of IP addresses - but it basically distinguishes over such a DHCP 
server. Firstly each NPPA agent is capable of automatically elaborating or retrieving 
a set of network configuration parameters without requiring manual configuration. 
Secondly, it is capable of coexisting with other instances existing in the same 
subnet, as it will be shown in detail hereinafter with respect to figure 4. Thirdly, the 
10 NPAA automatically provides the best Network configuration parameters, including 
the IP address, in accordance with an election mechanism without requiring any 
manual operation from a user or a network administrator. The process substantially 
deviates from the traditional DHCP mechanism since there is no need to store a list 
of predefined IP addresses as there is with a DHCP server. 

15 

The NPAA server computes the addresses which are to be allocated to each 
newly requesting device from the knowledge of the network parameters which are 
contained within the network configuration files - and particularly the ARP tables - of 
the devices forming the network. Those parameters include the IP addresses 

20 assigned to the different devices, the subnet mask of the sub network, the IP 
addresses of one or more routers, the name servers, and other network settings. 
The knowledge of those parameters are derived from the access to the ARP tables, 
as well as from the observation of the local network traffic. More information 
concerning the elaboration of such parameters can be found in US 6,345,294 

25 entitled "Method and apparatus for remote configuration of an appliance on a 
network" assigned to CISCO Technology Inc. which is herein, incorporated by 
simple reference. In addition to the elaboration of a knowledge base of network 
parameters, a specific election mechanism is further provided for the purpose of 
discriminating one particular NPAA agent among all the different possible elected 

30 agents - which is likely to provide the more valuable network settings to a newly 
requesting device. 

With respect to figure 3 there will now be explained in detail the booting 
process of an NPAA agent for the purpose of achieving its connection to an existing 
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network. With the exception of the router which receives their configuration settings 
from a configuration file, the clients, including the printers, receive their address 
from a NPAA client. 

5 The process starts with a step 301 which corresponds to the booting of a new 

device which will request network configuration settings, for instance client computer 
202 of figure 2. The booting operation of such a device is executed in a conventional 
manner and will not be further detailed. It should be sufficient to observe that the 
requesting client 202 starts Preboot execution Environment (PXE) mode. 

10 

In a step 302, the requesting device starts by searching for a DHCP server in 
order to obtain an IP address. To achieve this, and in accordance with the 
DHCP/BOOTP protocol which is defined by the RFC 2131. the NPAA agent of 
computer 202 generates a broadcast DHCP REQUEST frame which is forwarded to 

15 every device attached to the considered subnet, e.g. subnet 260. More information 
concerning the DHCP request can be found in the above referenced RFC. Further, it 
should be noticed that, as known by the skilled man, the communication within the 
subnetwork is achieved by means of the MAC address which is assigned to each 
network interface by the product manufacturer. Therefore, in step 302, the client 

20 computer 202, even if it has no IP address, can communicate with the other devices 
attached to the same subnetwork. 

In a step 303, the requesting NPPA agent enters in a waiting state and waits 
for a potential answer to its DHCP request. The answer to the DHCP request - 

25 generally referred to as a DHCP reply - can come either from a DHCP server (for 
instance DHCP 213) or an elected NPAA agent in accordance with the election 
process which will be described hereinafter. Referring again to figure 2 and 
specifically subnet 260, it can be seen that the answer may be provided from either 
the client computer 204 or router 250 if the router 250 incorporates the NPAA agent. 

30 The determination of the particular NPAA agent which will provide tiie configuration 
settings - including the IP address - will be explained In detail with reference with 
figure 4. 
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In a step 304, a test is performed in order to determine whether an answ r is 
received within a predetermined duration. 

If an answer is received, then the process proceeds to a step 305 where the 
network configuration settings are validated by any suitable mechanism and, for 
instance, by means of an ICMP ECHO REQUEST command or PING for the 
purpose of ensuring that received IP address is clearly available. The requesting 
device then configures itself using the retrieved parameters and updates its ARP 
table. 

The requesting device then issues, in a step 306, an appropriate broadcast 
frame to the other devices sharing the same network subnet so that those devices 
can update their own ARP tables. 

The process can then proceed with an optional steps 307 and 308 for the 
purpose of downloading a booting image. In a step 307 the requesting device 
requests an PXE bootstrap image to the NPAA agent, and such image can be 
downloaded in a step 308. This is useful if the requesting agent is, for instance, an X 
terminal, without access to the hard disk drive, or when a maintenance operation is 
required, for instance after the replacement of the hard disk drive. 

In a step 309, the requesting device stores within the hard disk file the current 
context and further may start the NPAA agent for the purpose of activating its 
settings distribution function so that NPAA agent can compete for the allocation of 
the IP addresses. From this instant, the NPAA agent continues the development of 
the knowledge base of the network configuration parameters in order to accumulate 
the more information and compete with other instances of NPAA agents for 
distributing the network settings. 

If the test of step 304 shows that no answer was received from an elected 
NPAA agent, it is possible that the booting device is the first booting apparatus 
within the network, or that the DHCP server is temporarily unavailable. The process 
then proceeds to the following steps, starting with a step 310, for the purpose of 
determining an appropriate set of configuration settings. For this purpose the 
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requesting NPAA agent may use a set of configuration files loaded within the hard 
disk drives, with each configuration file possibly containing the address of a 
gateway. 

In a step 310, the process performs a test to determine whether one 
particular gateway referenced within the configuration files answers to a PING. If 
this happens to be the case, the process proceeds to a step 317 where the 
particular configuration file is loaded. The process then proceeds to a step 318 
where the settings distribution function of the NPAA agent is activated. This is very 
useful since it allows one device, for instance a laptop computer, to use the 
appropriate configuration files in accordance with the precise situation, for instance 
in an intranet office environment. As previously, the NPAA agent which is candidate 
for network settings distribution continues the development of the knowledge base 
of the network configuration parameters in order to accumulate knowledge and 
experience concerning the IP environment and compete with other instances of 
NPAA for the distribution of such parameters, 

Conversely, if no gateway is present, then the process may proceed, before 
entering into the APIPA procedure of step 315, to an optional step 311 where the 
particular context of booting is determined. Many embodiments can be 
contemplated for determining the context of operation of the requesting device. In 
simple embodiments,, advantage could be taken of the use of a learning phase or 
observation of the traffic on the local network, as disclosed in the above mentioned 
CISCO patent. In more sophisticated embodiments information relating to the 
precise location of the device, such as provided by a Global Positioning System 
(GPS) satellite receiver, might for instance is used for establishing the context. 

In accordance with the context which is computed, the process then checks, 
in a step 312, whether said context corresponds to a set of network configuration 
settings which are stored within the hard disk files. 

If some settings correspond to the current context, then the process loads 
and applies the configuration settings in a step 313 and then the current context is 
stored and the settings distribution function of the NPAA agent is activated in the 
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requesting device in a step 314, The NPAA agent then proceeds further with the 
accumulation of knowledge and experience concerning the IP environment for the 
purpose of competition with other instances of NPAA agents. 

It can be seen that, in accordance with the context, appropriate settings are 
automatically loaded and will then be distributed to the other devices in accordance 
with the election mechanism which will be described hereinafter with reference to 
figure 4. 

If the test of step 312 fails, meaning that the context does not permit 
appropriate settings to be retrieved, then the process starts the APIPA procedure so 
that one address is allocated to this device but, however preferably, the settings 
distribution function of the NPAA agent is not activated in this case so that the 
distribution of the 169.x.x,x address is not generalized in the other devices. This is 
achieved by a step 316 corresponding to the inhibition of the activation of NPAA. It 
should be noticed that this allows that one device which has good network settings, 
and which is for some reasons powered-on later, has the possibility of distribute the 
right settings to the network and, even, reboot the first machine with an appropriate 
IP address. 

Once the NPPA has been launched, it develops a comprehensive description 
of the network parameters for the purpose of being able to distribute such 
parameters, as backup support to a missing DHCP host. 

With respect to figure 4, there will now be described the election process of 
the NPAA agent which - as explained above is effective only if it has not received 
its settings from the APIPA mechanism - and how the appropriate IP address is 
retrieved and assigned to the requesting device. 

The process starts with a step 401 which is the detection of the broadcast 
frame transmitted by a requesting device. As a consequence, all the activated 
NPAA agents sharing the same subnetwork receive the broadcast frame. 
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In a step 402, the process starts a first timer or watchdog mechanism and 
waits until the expiration of a first predetermined delay T1, which can be set, in one 
embodiment, to a few seconds. This first watchdog mechanism is used for the 
purpose of giving the possibility to a DHCP server to respond in an appropriate 
manner to the DHCP request. This would be the case of DHCP server 21 3 of figure 
2 

In a step 403, the NPAA agent checks whether such a response comes from 
a DHCP server during the first delay of the watch dog mechanism. If so, then the 
process completes in a step 404. 

At the expiration of the first delay, the process then proceeds to a step 405 
where a test is performed to determine whether the NPAA agent which is 
considered is installed within a router. Alternatively, step 405 may be optional. It is 
useful that a router respond prior to any other devices since a router has generally a 
wider knowledge of the network settings, including the IP gateway, and because 
routers are very seldom switched off. If the NPAA agent is running within a router, 
the process then directly proceeds to a step 409 where the running NPAA agent is 
being elected. Conversely, the process proceeds to a step 406 where a timestamp 
watch dog mechanism is being launched. 

If the NPAA is running in a device which is not a router, the process then 
proceeds to a step 406 where a second timer or watch dog mechanism is initiated. 
The time delay associated to the second watchdog mechanism closely depends on 
a set of factors which may vary in accordance with the embodiment of the invention 
which is considered. The factors or set of criteria which are used permit the different 
NPAA instances existing in the different devices to be discriminated, and to allow 
the election of one instance. 

In one embodiment the second delay is dependent on a mathematical factor 
computed from the MAC address of both the device where the NPAA agent is 
located and the MAC address of the requesting device. Preferably, the 
mathematical distance between the two MAC address is computed In order to 
provid the lower duration to only one device. 
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In an alternate embodiment, the second delay is closely dependent on the 
experience developed by the device and more particularly NPAA agent. This is 
achieved by deriving said second duration T 2 as a function of the time of powering 
5 on of the device where the NPAA agent is running. Different embodiments can be 
used. In the case of the UNIX implementation, the value of the UPTIME parameter 
can be advantageously used for the purpose of computing the seoond duration. 

Preferably, the following formula is used for computing the value of the 
10 second duration: 

T 2 = s + (W-2xe )/(1+at p ) 

Where t is the delay elapsed since the power on of the device (also known as 
15 UPTIME on UNIX systems) and t^ is the maximum time the client has to wait 
before re-querying for a DHCP server Typically this can be set to 3 seconds for a 
10 Mbits Ethernet network, and a and (J are parameters to be adjusted to optimize 
the response time for the size of the network and the average boot-up time of the 
NPAA servers. The parameter z is set to allow the conventional DHCP server a 
20 sufficient time to respond first, thus enabling a full compatibility with such DHCP 
servers. Further the parameter 2xe in the formula above is added to avoid 
collisions in case several machines were started at substantially the same time. 

In a step 407, a test is executed for the purpose of determining whether a 
25 response from a NPAA agent is received before the expiration of the second 
predetermined duration. 

If such a response is received - meaning that an other NPAA agent auto- 
elected itself- the process then goes to a step 408 and completes. 

30 

Conversely, the process proceeds to step 409 and the current NPAA is 
elected. 



HP50016924 



15 



In a step 410, the network configuration parameters are computed in the 
newly elected NPAA. This computation is achieved by means of the information and 
more generally the knowledge which the elected NPAA has of the configuration of 
the subnetwork. In particular, there is used the knowledge of the IP address and the 

5 subnet mask assigned to the subnetwork. It should be observed that if the NPAA is 
running within the router - e.g. router 205 - this knowledge is immediate as well as 
that of the gateway, and therefore, the process can then directly derive an IP 
address which should be available. Preferably, the NPAA agent provides additional 
network configuration parameters, such as the address of the proxy 250 and the 

10 gateway. It should be observed that the computing step 410 may take advantage of 
any suitable technique to determine the IP address - and more generally the 
network configuration parameters - which best suit the needs of the requesting 
device 201. In one embodiment, there is used the knowledge of the IP addresses 
on the subnetwork, the ARP and NSLOOKUP information from the DNS servers, or 

is further information received from another DHCP server. Preferably, the NPAA agent 
can take advantage of the use of an expert system for retrieving a potential 
candidate for a IP address. In a preferred embodiment, the computation of the IP 
address is completed by a set of tests, such as a check which is performed by the 
Domain Name Server in order to ensure whether the address which was computed 

20 in step 410 is not assigned to a domain name. 

In a step 41 1 , the configuration settings are validated. This can be achieved 
by means of an ICMP ECHO REQUEST, or a PING, or any other suitable 
technique. 

25 

In a step 412, the process then generates a DHCP reply which is a broadcast 
message such as defined in RFC 2131 and received by the requesting device and 
the ARP table can then be updated in a step 413. In accordance with step 407 , this 
DHCP reply will be interpreted by the other running NPAA agents as the signal to 
30 complete their own process. In addition to the DHCP reply the elected NPAA can 
also forward network configuration settings, including the IP address, the subnet 
mask, the gateway address, the DNS address, the HTTP proxy address, based on 
DHCP/BOOTP extensions mechanisms. 
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While the preferred embodiment was described with reference to the 
assignment of an IP address to a device requesting communication with an Internet 
or intranet network, the same mechanism can be easily adapted for the purpose of 
providing additional network configuration parameters to the device, including the 

5 reference to the HTTP proxy, and also the Gateway. To some extent the 
mechanism can even be used, in association with the Preboot execution 
Environment (PXE) extension of the DHCP protocol, for the purpose of providing a 
booting image to the server. This is very useful for arranging a web server facility on 
a workstation without having the possibility to use the hard disk drive of this 

10 workstation, and more particularly, for reinstalling a partition when a hard disk drive 
has been changed. 

It can even be contemplated that the election process be embodied within a 
printer or any specific device which is used for distributing proper configuration 
is settings. In this case, the delay of response corresponding to step 406 would be set 
to a minimum for the purpose of ensuring that the configuration settings will be 
provided by this specific apparatus. 
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